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Cyber Offences under the Information Technology Act

1. Introduction

With the advent of technology the world today has shrunk into a micro chip and so
has everyone’s life. Computer, internet and e-communication have substituted paper based
communication by digital and electronic communication. The United Nations Commission
on International Trade Law (UNCITRAL) realizing the impetus being given to
computerization adopted the Model Law on e-commerce in 1996. The General Assembly of
United Nations passed a resolution in January 1997 inter alia, recommending all States in the
UN to give favorable considerations to the said Model Law, which provides for recognition to
electronic records and according it the same treatment like a paper communication and
record. India was also a signatory to this Model Law and therefore became mandatory for it to
revise its National Law as per the said Model Law. Therefore, in order to keep at pace with
the requirements of the International Trading and also to allure industries into adopting this
convenient way to transactions and storing data, the Information and Technology Act, 2000
was passed by both the Rajya Sabha and the Lok Sabha in May 2000 and the Act was
amended in 2008 which came into force from 27" October, 2009. The preamble quotes:

“An Act to provide legal recognition for transactions carried out by means of
electronic data interchange and other means of electronic communication,
commonly referred to as “electronic commerce”, which involve the use of
alternatives to paper-based methods of communication and storage of
information, to facilitate electronic filing of documents with the Government
agencies and further to amend the Indian Penal Code, the Indian Evidence Act,
1872, the Banker's Books Evidence Act, 1891 and the Reserve Bank of India
Act, 1934 and for matters connected therewith or incidental thereto.”
(Information Technology Act, 2000)

2. Structure of the Information Technology Act, 2000

The Act in total has 13 chapters and 90 sections The Act begins with preliminary and
definitions (Chapter 2) and from there on the chapters that follow deal with authentication of
electronic records, digital signatures, electronic signatures etc. Elaborate procedures for
certifying authorities (for digital certificates as per Information Technology Act -2000 and
since replaced by electronic signatures in the Information Technology Act Amendment -

2008) have been spelt out. The civil offence of data theft and the process of adjudication and
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appellate procedures have been described. Then the Act goes on to define and describe some
of the well-known cyber crimes and lays down the punishments therefore. Then the concept
of due diligence, role of intermediaries and some miscellaneous provisions have been
described. Rules and procedures mentioned in the Act have also been laid down in a phased
manner, with the latest one on the definition of private and sensitive personal data and the
role of intermediaries, due diligence etc., being defined as recently as April 2011 (Pandurang,
2014).

* 1999 - Information Technology Bill was prepared.

« May 2000 - This bill was passed by both the
houses of parliament.

* August 2000 - This was passed by President of
India and was came to be known as “Information
Technology Act -2000”.

« 2006 — The act was amended and presented to
parliament.

 December 2008 — The act was passed by the
parliament & renamed to “Information
Technology (Amendment) Act — 2008”.

ted By Manish Mathu

Source: http://slideplayer.com/slide/1528237/5/images/2/Created+By+Manish+Mathur.jpg

3. Cyber Offences and Penalties under the Information Technology Act, 2000 as
amended in 2008

Cyber crime or offences have not been defined in the Act explicitly but has been
categorised in different sections along-with the sanctions. However, for understanding, cyber
offences can be viewed as the unlawful acts which are carried in a very sophisticated manner
in which either the computer is the tool or target or both (Pahurkar 2010). Cyber offences are
usually generalised into three categories that are the ones committed against person, property

and the government. Chapter 11 of the Act covers the offences and the Penalties that are
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accrued upon when the law is threatened. The cyber offences as mentioned under the

T T

Information Technology Act, 2000 have been delineated below:

3.1. Section 65: Tampering with computer source documents

Any person who knowingly or intentionally conceals, destroys or alters, or causes
another to conceal, destroy or alter any computer source code used for a computer, computer
program, computer system or computer network, when the computer source code is required

to be kept or maintained by law for the time being in force, shall be punishable.

3.2. Section 66A: Punishment for sending offensive messages through communication
service, etc. (Now, not in existence as per Shreya Singhal vs. Union of India Case and it is struck
down by the Supreme Court. Notably, experts like Halder (2013) feel that this section should be

replaced with a new law or it should be amended appropriately).

'CHILLING EFFECT..WOULD BE TOTAL

What Is Section 66A? What The Court Said
» Section 66A of the amended IT Act » Section violative of Article 19(1)(a) of Constitution
2000 allowed anyone sending ‘grossly guaranteeing freedom of speech and expression...

offensive or menacing’ messages Public’s right to know is directly
through a computer or any other affected by Section 66A Tll:: :eo:rt. however,
communication device to be jailed for al govt to
up to 3 years, if convicted Ho;” o Ia“; block websites

_en Orce,men : if their content
Who Introduced It? agencies decide whatis  EEEFTTERTEEN
» It was added as an amendment to offensive? What may be ;'.'etatfb?mm""a.' |
the IT Act in 2008, and notified in Feb | Offensive to a person may e ey
2009, during the UPA's tenure. BJP not be offensive to another ll:;‘i’a ,se:e;’; t?onship
had opposed it, but when it formed Such is the reach of the Stk othor conatilex

the govt, asked SC to let it stay and Section... the chilling effect
promised to curb s misuse on free speech would be total

| INFAMOUS CASES _ N

» Shaheen Dhada and her » Jadavpur » Activist Aseem Trivedi was
friend Renu Srinivasan (in University prof arrested for drawing cartoons
pic) were detained for 10 days Ambikesh Mahapatra lampooning Parliament and the
after Shaheen’s Facebook post }Nas arrested Indian Constitution
questioned a spontaneous or forwarding : : .
shutdown in Mumbai for the caricatures on Bengal ;ﬁmua‘:’i:sb;;?‘asg?g?w
cremation of Bal Thackeray in CM Mamata Baneriee | ;jjagedly offensive tweet against
2012 and Renu ‘liked'it | on Facebook Karti Chidambaram

» A Class 11 student in UP was arrested for posting an ‘objectionable’
comment attributed to SP’s Azam Khan

| am very happy today, | feel that justice has
been granted to me after two years. Now no

one has to be afraid of saying right things
—RENU SRINIVASAN

Source: http://indpaedia.com/ind/images/7/77/Information_technology act.jpg
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66A. Punishment for sending offensive messages through

communication service, etc.
Any persohsw_k}o, _s_ends by means of a computer resource or 2O

€ any information which he lﬁﬁbmto be false, but fofthe purposeof causing annoyance,
inconvenience, danger, obstruction, msult, m}ury, g ital ‘ ity, hatred or ill will,

persistently by makmg use of such computerresour

Source: http://www.hindustantimes.com/Images/popup/2015/3/gfx-Popupl-new.jpg

3.2. Section 66B: Punishment for dishonestly receiving stolen computer resource or
communication device

Any person who, dishonestly received or retains any stolen computer resource or
communication device knowing or having reason to believe the same to be stolen computer

resource or communication device, shall be punished.

3.3. Section 66C: Punishment for identity theft
Any person who, fraudulently or dishonestly makes use of the electronic signature,

password, or any other unique identification feature of any other person, shall be punished.

3.4. Section 66D: Punishment for cheating by personation by using computer resource
Any person who, by means for any communication device or computer resource

cheats by personating, shall be punished.

3.5. Section 66E: Punishment for violation of privacy

Any person who, intentionally or knowingly captures, publishes or transmits the
image of a private area of any person without his or her consent, under circumstances
violating the privacy of that person, shall be punished; ‘Publishes’ means reproduction in the

printed or electronic form and making it available for public.
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3.6. Section 66F: Punishment for Cyber Terrorism

A person commits the offence of cyber terrorism if he,
(i). with intent to threaten the unity, integrity, security or sovereignty of India or to strike
terror in the people or any section of the people —
a. denies or causes the denial of access to any person authorized to access computer resource;
or
b. attempts to penetrate or access a computer resource without authorization or by exceeding
authorized access; or
c. introduces or causes to introduce any computer contaminant; and by means of such conduct
causes or is likely to cause death or injuries to persons, or damage to or destruction of
property, or knowing that it is likely to cause damage or destruction of supplies or services
essential to the life of the community, or adversely affect the critical information
infrastructure
(if). Knowingly or intentionally accesses or penetrates a computer resource without
authorization or exceeding authorized access, and by means of such conduct obtains access to
information, data or computer database that is restricted for reasons of the security of the
State or foreign relations, or any restricted information, data or computer database, with
reasons to believe that such information, data or computer database so obtained may be used
to cause or likely to cause injury to the interests of the sovereignty and integrity of India, the
security of the State, friendly relations with foreign States, public order, decency or morality,
or in relation to contempt of court, defamation or incitement to an offence, or to the advantage

of any foreign nation, group of individuals or otherwise.

3.7. Section 67: Punishment for publishing or transmitting obscene material in electronic
form

Any person who, publishes or transmits or causes to be published or transmitted in
the electronic form, any material which is lascivious or appeals to the prurient interest or if its
effect is such as to tend to deprave and corrupt persons who are likely, having regard to all
relevant circumstances, to read, see or hear the matter contained or embodied in it, shall be

punished;
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3.8. Section 67A: Punishment for publishing or transmitting of material containing
sexually explicit act etc. in electronic form

Any person who, publishes or transmits or causes to be published or transmitted in
the electronic form any material which contains sexually explicit act or conduct, shall be

punished;

3.9. Section 67B: Punishment for publishing or transmitting of material depicting children
in sexually explicit act etc. in electronic form

Any person who,
a. Publishes or transmits or causes to be published or transmitted material in any electronic
form which depicts children engaged in sexually explicit act or conduct; or
b. Creates text or digital images, collects, seeks, browses, downloads, advertises, promotes,
exchanges or distributes material in any electronic form depicting children in obscene or
indecent or sexually explicit manner; or
c. Cultivates, entices or induces children to online relationship with one or more children for
and on sexually explicit act or in a manner that may offend a reasonable adult on the
computer resource; or
d. Facilitates abusing children online; or
e. Records in any electronic form own abuse or that of others pertaining to sexually explicit
act with children shall be punished;

However, these provisions does not extend to any book, pamphlet, paper, writing,
drawing, painting representation or figure in electronic form which is proved to be justified as
being for the public good on the ground that such material is in the interest of science,

literature, art or learning or other objects of general concern;

3.10. Section 71: Penalty for misrepresentation

Any person who makes any misrepresentation to, or suppresses any material fact
from the Controller or the Certifying Authority for obtaining any licence or Electronic
Signature Certificate shall be punished with imprisonment for a term which may extend to 2

years or with fine which may extend to Rs. 1 lakh or with both.

3.11. Section 72: Penalty for breach of confidentiality and privacy
If any person who, in pursuance of any of the powers conferred under this Act, rules
or regulations made there under, has secured access to any electronic record, book, register,

correspondence, information, document or other material without the consent of the person
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concerned and discloses such electronic record, book, register, correspondence, information,
document or other material to any other person shall be punished with imprisonment for a

term which may extend to 2 years or with fine which may extend to Rs. 1 lakh or with both.

3.12. Section 72A: Punishment for disclosure of information in breach of lawful contract
Any person including an intermediary who, while providing services under the terms
of lawful contract, has secured access to any material containing personal information about
another person, with the intent to cause or knowing that he is likely to cause wrongful loss or
wrongful gain discloses without the consent of the person concerned or in breach of a lawful
contract, such material to any other person, shall be punished with imprisonment for a term

which may extend to 3 years or with fine which may extend to Rs. 5 lakh or with both.

3.13. Section 73: Penalty for publishing Electronic Signature Certificate false in certain
particulars

No person shall publish an Electronic Signature Certificate or otherwise make it
available to any other person with the knowledge that —
a. The Certifying Authority listed in the certificate has not issued it; or
b. The subscriber listed in the certificate has not accepted it; or
c. The certificate has been revoked or suspended, unless such publication is for the purpose of
verifying a electronic signature created prior to such suspension or revocation
Any person who contravenes above provisions shall be punished with imprisonment for a

term which may extend to 2 years or with fine which may extend to Rs. 1 lakh or with both.

3.14. Section 74: Publication for fraudulent purpose

Any person, who knowingly creates, publishes or otherwise makes available an
Electronic Signature Certificate for any fraudulent or unlawful purpose shall be punished with
imprisonment for a term which may extend to 2 years or with fine which may extend to Rs. 1
lakh or with both.

3.15. Section 75: Act to apply for offence or contravention committed outside India

The provisions of this Act shall apply also to any offence or contravention committed
outside India by any person irrespective of his nationality. However, for such liability the act
or conduct constituting the offence or contravention should involve a computer, computer

system or computer network located in India.

10
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The table 1 briefly enumerates the cyber offences as laid under the IT Act, 2000

(Amendment 2008) with the punishments and penalties.

Table 1: Cyber Offences and Penalties and Punishments

S.no. | Section | Offence Punishment
1. |65 Tampering with computer source | Imprisonment upto 3 years or fine
documents upto Rs 2 lakh or both
2. | 66 Computer related offences Imprisonment upto 3 years or fine
upto Rs 5 lakh or both
3. | 66B Dishonestly receiving the stolen | Imprisonment upto 3 years or fine
computer resource and | upto Rs. 1 lakh
communication device
4. | 65C Theft of identity Imprisonment upto 3 years
5. |66D Cheating by personation by using | Imprisonment upto 3 years and fine
computer resource or | upto Rs. 1 lakh
communication device
6. | 66E Violation of Privacy Imprisonment upto 3 years or fine
upto Rs. 2 lakh or both
7. | 66F Cyber Terrorism Life Imprisonment
8. | 67 Publishing or transmitting obscene | Upon 1st conviction with
material in e-form imprisonment upto 3 years and fine
upto Rs 5 lakh; and upon 2nd or
subsequent conviction with
imprisonment upto 5 years and fine
upto Rs 10 lakh.
9. | 67A Publishing or transmitting material | Upon 1st conviction with
containing sexually explicit act in | imprisonment upto 5 years and fine
e-form upto Rs 10 lakh; and upon 2nd or

11
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subsequent conviction with
imprisonment upto 7 years and fine
upto Rs 10 lakh,
10.| 67B Publishing or transmitting material | Upon 1st conviction with
depicting children in sexually | imprisonment upto 5 years and fine
explicit act etc. in e-form upto Rs 10 lakh; and upon 2nd or
subsequent conviction with
imprisonment upto 7 years and fine
upto Rs 10 lakh.
11.| 67C Violating the directions to preserve | Imprisonment upto 3 years and fine
and retain the information by
intermediaries
12.| 68 Violating  the directions  of | Imprisonment upto 2 years or fine
Controller by Certifying Authority | upto Rs 1 lakh or both
or his employee
13.] 69 Violating the directions of the | Imprisonment upto 7 years and fine
Central Government or State
Government to a subscriber to
extend facilities to  decrypt
information
14.| 69A Violating the directions to block | Imprisonment upto 7 years and fine
any information for access by the
public
15.| 69B Violating the directions to monitor | Imprisonment upto 3 years and fine
and collect traffic data or
information
16.| 70 Unauthorized access to a computer | Imprisonment upto 10 years and fine

12
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17.| 70B Violating the directions of the | Imprisonment upto 1 years or fine
Indian  Computer  Emergency | upto Rs 1 lakh or both
Response Team (CERT-IN)
18.| 71 Penalty for misrepresentation Imprisonment upto 2 years or fine
upto Rs 1 lakh or both
19.| 72 Penalty for breach of | Imprisonment upto 2 years or fine
confidentiality and privacy upto Rs 1 lakh or both
20. | 72A Disclosure of information in breach | Imprisonment upto 3 years or fine upto Rs 5 lakh or b
of lawful contract Upto 5 lakh.
21.| 73 Penalty for publishing electronic | Imprisonment upto 2 years or fine
signature certificate false in certain | upto Rs 1 lakh or both
particulars
22.| 74 Publication for fraudulent purpose Imprisonment upto 2 years or fine
upto Rs 1 lakh or both

4. Summary and Conclusion

The legislation incorporates within its understanding the various cyber offences that

the world is under the threat of in the contemporary era. Proper and timely implementation of

the Act may help curb the cyber menace and also make the cyber space a more secure, safe

and easy space for storage, transactions and definitely sharing. Its linkages with other Acts
like the Indian Evidence Act, 1872 and the Bankers Book Evidence Act 1891 have made it a

comprehensive and umbrella Act to deal with any kind of cyber crime. Its proper

interpretation and implementation is what is the need of the hour.

13
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